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= Adaptec Embedded SATA HostRAID

GREW UP WITH

INTERNET

WHEN SECURITY
WAS IRRELEVANT

THE

select SATA Disk and press <Enter) ——
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WE UNDERESTIMATE THE
NUMBER OF ATTACKS AND
THE INFORMATION WE LEAK Your connection is not

private

Attackers might be trying to steal your
information from connect.wifiservice.net (for
example, passwords, messages or credit
cards).

Hide advanced

This server could not prove that it is
connect.wifiservice.net; its security certificate
is from redirect.as42689.net. This may be
caused by a misconfiguration or an attacker

iIntercepting your connection.

Proceed to connect.wifiservice.net (unsafe




AND WE'VE LOST COUNT OF
THE INTERNET CONNECTED
DEVICES




THE TOOLS

FREE & OPEN SOURCE



@ metasp‘ort Exploits Blog Support Documentation RAPID))

World's most used penetration testing software

A collaboration of the open source community and Rapid/. Our penetration testing software, Metasploit, helps verify
vulnerabilities and manage security assessments.

W FREE METASPLOIT DOWNLOAD LEARN MORE

Get free Nexpose Vulnerability Scanner L FREE NEXPOSE DOWNLOAD

Metasploit integrates with Nexpose to verify vulnerabilities




Y /| \ (@ | ' )™
|Kn\ll'l Illj}N UJ_K Blog Downloads Training Documentation Community About Us

“the quieter you become, the more you are able to hear”

Our Most Advanced Penetration Testing Distribution, Ever.

Kali Linux - A Flexible |1.|] &memm

a - “the q&eter you become, tfhnore you are able to hear”
Penetration Testing Platform

From the creators of BackTrack comes Kali Linux, the most

advanced and versatile penetration testing distribution — S

P oy
- —
— — - -

ever created. We have a whole set of amazing features S

lined up in our security distribution geared at streamlining

the penetration testing experience. PENETRATION TESTING
J
RE-DEFINED

A Project By Offensive Security

\

Read More




\ C G https://www.shodan.io/search?query=IN-TANK+

@ Exploits ¢ Maps & DownloadResults | Ll Create Report DEFAULT USER & PASS:
HTTP:// WWW.PHENOELIT.ORG/DPL/DPL.HTML

L™
y <

o0

Showing resuits 1

66.201.152.144

Visionary Communications

#E United States, Spokane
. Details

L o

120100
05/04/15 6:23 AM

BIG D #11
402 MAIN ST
United States 3,400 DEADWOOD SD 57732
Korea, Republic of 55 605=578=1114@
Germany 29
Puerto Rico 26 IN-TANK INVENTORY
New Zealand 26
TANK PRODUCT VOLUME TC-VOLUME ULLAGE HEIGHT WATER TEMP
1 UNLEADED 1851 (0 9831 2e.70 @.ee S0.64
Automated Tank Gauge 3,539 2 WNLEADED 2
NetBIOS 89
SMB 38
- . 208.157.149.222
Cable & Wireless (Cayman Islands)
SSH 9
g Cayman Islands, George Town Leaiea
Details 04/05/15 7:22
Comcast Business Communications 299 WALKERS ROAD RUBIS
CenturyLink 257
Comcast Cable 233
AT&T U-verse 228
Optimum Online 155
IN-TANK INVENTORY
TANK PRODUCT VOLUME TC-VOLUME ULLAGE HEIGHT WATER TEMP
FreeBSD B.x 1 1 DIESEL 5@1 e 4495 16.36 e.ee 87.38
2 PREMIUM 7859 (0 477 81....
OpenSSH 16 69.179.85.141
MongoDB 10
ProETPD 9 CenturyLink 120100
Apache httpd 8 #E United States MAY 4, 2815 7:49 AM
Ventrilo 5 Details

BLACK RIVER CROSSING


http://www.phenoelit.org/dpl/dpl.html

DEMO TIME



Hacked by El Moujahidin

WEBSITES

HTTPS://WWW.SHODAN.IO/SEARCH?QUERY=TITLE%3A%22HACKED+BY%22 """« Hamza Bendelladj #1'cc Palestine

Tell Your Gov , To Know About Palestine
We Will Countinue Hacking The Sites , To Send The Message Of Our Palestine And All Arabs
We Dont Accept Killing Muslims Evry Where, Stop Killing US
#We Are El Moujahidin Team We Will Not End This War
#AttaCker frOm #Algeria
son ~ Matrix Dz ~ Ouss_Dz ~ Admirale_Mouh ~ Lahcen NB ~ Mr Dz ~ Daya 1LLLi ~ AmRocky-Dz9

Fuck USA & i1srael .



https://www.shodan.io/search?query=title%3A%22hacked+by%22

SURVEILLANCE

HTTPS:// WWW.SHODAN.IO/SEARCH?QUERY=WEBCAMXP

CONSTRUCTION SITE? HTTP://217.193.142.170:8080/

PRIVATE HOUSE? HTTP://80.229.253.103:8080/ & HTTP://81.57.29.211:8080/

EQUIPMENT? HTTP://144.92.230.77/VIEW/VIEWER_INDEX.SHTML?ID=509037 & HTTP://80.87.129.59/VIEW/INDEX.SHTML
OFFICE? HTTP://208.13.138.33/VIEW/INDEX.SHTML

PARKING? HTTP://208.67.229.99/VIEW/VIEWER INDEX.SHTML?ID=13016

A CITY? HTTP://46.228.50.142/VIEW/INDEX.SHTML



https://www.shodan.io/search?query=webcamxp
http://217.193.142.170:8080/
http://80.229.253.103:8080/
http://81.57.29.211:8080/
http://144.92.230.77/view/viewer_index.shtml?id=509037
http://80.87.129.59/view/index.shtml
http://208.13.138.33/view/index.shtml
http://208.67.229.99/view/viewer_index.shtml?id=13016
http://46.228.50.142/view/index.shtml

PRINTERS

HTTPS:// WWW.SHODAN.IO/SEARCH?QUERY=PRODUCT%3A%22HP+| ASERJET+P2055+SERIES%22

HTTP://136.183.4.187/
HTTP://129.128.93.54/
HTTP://75.147.242 . 162/SSI/INDEX.HTM



https://www.shodan.io/search?query=product%3A%22HP+LaserJet+P2055+Series%22
http://136.183.4.187/
http://129.128.93.54/
http://75.147.242.162/SSI/index.htm

NETWORK STORAGE

HTTPS:// WWW.SHODAN.IO/SEARCH?QUERY=IOMEGA

HTTPS://107.7.206.197/INDEX HTML
HTTPS://71.100.173.70/INDEX . HTML
HTTPS://24.132.238 91/FOLDERCONTENT.HTML?FOLDER=PICTURES (PICTURES > 100NIKON > 0034.JPG)



https://www.shodan.io/search?query=iomega
https://107.7.206.197/index.html
https://71.100.173.70/index.html
https://24.132.238.91/foldercontent.html?folder=Pictures

NETWORK DEVICES

HTTPS://WWW.SHODAN.IO/SEARCH?QUERY=TP-LINK

HTTP://46.238.40.218:8080/ (ADMIN:ADMIN)
HTTP://95.111.77.188:8080/
HTTP://78.90.42.102:8080/



https://www.shodan.io/search?query=tp-link
http://46.238.40.218:8080/
http://95.111.77.188:8080/
http://78.90.42.102:8080/

WELL, SO FAR IT WAS MOSTLY END USER EQUIPMENT
HOW ABOUT FUEL STATIONS 7

HTTPS:// WWW.SHODAN.IO/SEARCH?QUERY=FUEL

TELNET <IP> 10001 120100

(CTRL+A) 120100 MAY 4, 2015 9:47 AM

216.255.6.221 104021 CITGO EXPRESS

/2.66.114.139 520 S.PAINT ST.
CHILLICOTHE,OH
80548703205001

IN-TANK INVENTORY

TANK PRODUCT VOLUME TC VOLUME ULLAGE HEIGHT WATER TEMP
1 UNLEADED 1 4905 4921 5095 47 .28 0.91 55.01
2 UNLEADED 2 4901 4919 5099 47 .25 1.22 54.49
3 SUPER 1478 1483 8522 19.71 0.00 55.03
4 RACING FUEL 562 561 1938 17.67 0.00 61.99
S DIESEL 536 536 467 SN 0.00 57.27
6 K-1 622 623 381 38.07 0.00 56.18


https://www.shodan.io/search?query=fuel

WIND FARMS

HTTPS://WWW.SHODAN.IO/SEARCH?QUERY=JETTY+2000

HTTP://63.68.133.61/13_04_01/INDEX_EN.JSP
HTTP://213.58.174.220/11_06_11/INDEX_EN.JSP
HTTP://176.227.140.112/1_08 02/INDEX_EN.JSP



https://www.shodan.io/search?query=jetty+2000
http://63.68.133.61/13_04_01/index_en.jsp
http://213.58.174.220/11_06_11/index_en.jsp
http://176.227.140.112/1_08_02/index_en.jsp

SQL INJECTIONS

HTTPS:// WWW.GOOGLE.BE/SEARCH?IE=UTF-8&Q=SITE:FGOV.BE+SQL&GWS RD=CR&EI=W/71DVDRKIYFXAIPUGJAD

HTTP:// WWW.EJUSTICE.JUST.FGOV.BE/CGI_LOI/LOI_A1.PL?DETAIL&EQUALS;

1804032130%2FF&CALLER&EQUALS;LIST&ROW ID&EQUALS;T&&NUMERO&EQUALS;TT1&RECH&EQUALS;T4&CN&EQUALS;
1804032130&TABLE NAME&EQUALS;LOIGNM&EQUALS;1804032150&LA&EQUALS;F&DT&EQUALS;CODE
+CIVIL&LANGUAGE&EQUALS;FR&FR&EQUALS;F&CHOIXT&EQUALS;ET&CHOIX2&EQUALS;ET&FROMTAB&EQUALS;LOI_ALL&TR

|ER&AEQUALS;PROMULGATION&CHERCHER&EQUALS; T&SQL&EQUALS;DT+CONTAINS++%2/CODE%2/7/%26+%27CIVIL%2/AND
+ACTIF+%3D+%2/Y%27/&TRIGEQUALS;DD+AS+RANK+&IMGCN.X&EQUALS;34&IMGCN.Y&EQUALS;10



https://www.google.be/search?ie=UTF-8&q=site:fgov.be+sql&gws_rd=cr&ei=W71DVdrkIYfxaIPugJAD
http://www.ejustice.just.fgov.be/cgi_loi/loi_a1.pl?DETAIL&equals;1804032130%2FF&caller&equals;list&row_id&equals;1&numero&equals;11&rech&equals;14&cn&equals;1804032130&table_name&equals;LOI&nm&equals;1804032150&la&equals;F&dt&equals;CODE+CIVIL&language&equals;fr&fr&equals;f&choix1&equals;ET&choix2&equals;ET&fromtab&equals;loi_all&trier&equals;promulgation&chercher&equals;t&sql&equals;dt+contains++%27CODE%27%26+%27CIVIL%27and+actif+%3D+%27Y%27&tri&equals;dd+AS+RANK+&imgcn.x&equals;34&imgcn.y&equals;10

Destination
www.googleapis.com
81.165.7.59
mail.rootspirit.com

Google

android.googleapis.com

185.60.216.2

r17---sn-5hnezn7y.gvt1.com
Google HTTPS
android.googleapis.com
imap.flatturtle.com
fonts.gstatic.com
play.googleapis.com
r16---sn-Shneznee.gvt1.com

doc-0-0-sj.sj.googleusercontent.com

WIFI

Protocol

UDP
UDP
TCP

TCP
UDP
TCP
TCP

UDP
TCP
TCP
UDP
TCP
TCP

Description

iPhone

iPhone-6-Steven

iPad
android-a737ed2a0553fa16

android-710cb95b8fbaf17

android-ad9f61ad2338eb75

android-2a392f9225a3e7d

3.1 MB
.8 MB
.9 MB
.3 MB
.3 MB
7.6 MB
5.7 MB
.5 MB
.3 MB
1.6 MB
11.2 MB
11.1 MB

Sent
121.4 MB
37.6 MB
3.3 MB
11.1 MB
8.3 MB

8.8 MB

Last seen

May 05 14:13
May 05 14:16
May 05 14:16
May 05 14:08
May 05 14:15
May 05 14:15

May 05 14:15

Received
6.4 MB
42.1 MB
21.0 MB
18.0 MB

15.5 MB

10.0 MB
12.7 MB
619 KB
11.0 MB
10.9MB

Usage ¥
47.4 MB
37.6 MB
1.3 MB
1.3 MB
1.1 MB
979 KB

23 KB

(013

Apple iOS
Apple iOS
Apple iOS
Android
Android
Android

Android

Active time
11 hours

2 hours

13 hours
2.3 day

15 hours

43 minutes

25 minutes

6.5 hours
minutes
minutes
seconds

seconds

IPv4 address
10.141.67.186
10.196.55.108
10.24.136.124
10.210.186.205
10.87.243.240
192.168.2.43

10.98.73.229

Policy
normal
normal
normal
normal
normal
normal

normal




SOLUTIONS?



NO EASY FIX

PROCESS
SECURITY THROUGH OBSCURITY DOESN'T —_— -

WORK S a
UNDERSTAND YOU ARE ALWAYS VULNERABLE .

SECURITY BUDGET !=IT BUDGET o T—

DEFINE KEY ASSETS & IP

e MANAGEMENT (NOT IT)

e FOCUS ON THOSE

BOUNTY + ETHICAL HACKING wirresumackerone comn
CREATE AWARENESS; SOCIAL ENGINEERING
STILL BIGGEST ENTRY POINT e sanuss



https://hackerone.com/
http://arstechnica.com/security/2014/07/31/this-thumbdrive-hacks-computers-badusb-exploit-makes-devices-turn-evil/
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THANKS!

Get in touch?
Yeri@FlatTurtle.com
+32 474/61 01 39
linkedin.com/in/yeritiete
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http://linkedin.com/in/yeritiete

