
I N S U R A N C E  A G A I N S T  
C Y B E R C R I M E

S T I B B E  S E M I N A R



H I ,  M Y  N A M E  I S  
Y E R I  T I E T E



I  G R E W  U P  W I T H  
T H E  I N T E R N E T  

W H E N  S E C U R I T Y  
WA S  I R R E L E VA N T

I  R E C E I V E D  D E C O M M I S S I O N E D  
H O S P I TA L  D E S K T O P S  —   
U S U A L LY  S T I L L  F U L L  O F  

PAT I E N T  D E TA I L S



I  H AV E  G I V E N  U P  
O N  P R I VA C Y  



W E  U N D E R E S T I M AT E  T H E  
N U M B E R  O F  AT TA C K S  A N D  

T H E  I N F O R M AT I O N  W E  L E A K



A N D  W E ’ V E  L O S T  C O U N T  O F  
T H E  I N T E R N E T  C O N N E C T E D  

D E V I C E S



T H E  T O O L S
F R E E  &  O P E N  S O U R C E







D E FA U LT  U S E R  &  PA S S :  
H T T P : / / W W W. P H E N O E L I T. O R G / D P L / D P L . H T M L  

http://www.phenoelit.org/dpl/dpl.html


D E M O  T I M E



H T T P S : / / W W W. S H O D A N . I O / S E A R C H ? Q U E R Y = T I T L E % 3 A % 2 2 H A C K E D + B Y % 2 2  

W E B S I T E S

https://www.shodan.io/search?query=title%3A%22hacked+by%22


H T T P S : / / W W W. S H O D A N . I O / S E A R C H ? Q U E R Y = W E B C A M X P  

C O N S T R U C T I O N  S I T E ?  H T T P : / / 2 1 7 . 1 9 3 . 1 4 2 . 1 7 0 : 8 0 8 0 /  
P R I VAT E  H O U S E ?  H T T P : / / 8 0 . 2 2 9 . 2 5 3 . 1 0 3 : 8 0 8 0 /  &  H T T P : / / 8 1 . 5 7 . 2 9 . 2 1 1 : 8 0 8 0 /  
E Q U I P M E N T ?  H T T P : / / 1 4 4 . 9 2 . 2 3 0 . 7 7 / V I E W / V I E W E R _ I N D E X . S H T M L ? I D = 5 0 9 0 3 7  &  H T T P : / / 8 0 . 8 7 . 1 2 9 . 5 9 / V I E W / I N D E X . S H T M L  
O F F I C E ?  H T T P : / / 2 0 8 . 1 3 . 1 3 8 . 3 3 / V I E W / I N D E X . S H T M L   
PA R K I N G ?  H T T P : / / 2 0 8 . 6 7 . 2 2 9 . 9 9 / V I E W / V I E W E R _ I N D E X . S H T M L ? I D = 1 3 0 1 6  
A  C I T Y ?  H T T P : / / 4 6 . 2 2 8 . 5 0 . 1 4 2 / V I E W / I N D E X . S H T M L  

S U R V E I L L A N C E

https://www.shodan.io/search?query=webcamxp
http://217.193.142.170:8080/
http://80.229.253.103:8080/
http://81.57.29.211:8080/
http://144.92.230.77/view/viewer_index.shtml?id=509037
http://80.87.129.59/view/index.shtml
http://208.13.138.33/view/index.shtml
http://208.67.229.99/view/viewer_index.shtml?id=13016
http://46.228.50.142/view/index.shtml


H T T P S : / / W W W. S H O D A N . I O / S E A R C H ? Q U E R Y = P R O D U C T % 3 A % 2 2 H P + L A S E R J E T + P 2 0 5 5 + S E R I E S % 2 2  

H T T P : / / 1 3 6 . 1 8 3 . 4 . 1 8 7 /   
H T T P : / / 1 2 9 . 1 2 8 . 9 3 . 5 4 /  
H T T P : / / 7 5 . 1 4 7 . 2 4 2 . 1 6 2 / S S I / I N D E X . H T M  

P R I N T E R S

https://www.shodan.io/search?query=product%3A%22HP+LaserJet+P2055+Series%22
http://136.183.4.187/
http://129.128.93.54/
http://75.147.242.162/SSI/index.htm


H T T P S : / / W W W. S H O D A N . I O / S E A R C H ? Q U E R Y = I O M E G A  

H T T P S : / / 1 0 7 . 7 . 2 0 6 . 1 9 7 / I N D E X . H T M L  
H T T P S : / / 7 1 . 1 0 0 . 1 7 3 . 7 0 / I N D E X . H T M L  
H T T P S : / / 2 4 . 1 3 2 . 2 3 8 . 9 1 / F O L D E R C O N T E N T. H T M L ? F O L D E R = P I C T U R E S  ( P I C T U R E S  >  1 0 0 N I K O N  >  0 0 3 4 . J P G )  

N E T W O R K  S T O R A G E

https://www.shodan.io/search?query=iomega
https://107.7.206.197/index.html
https://71.100.173.70/index.html
https://24.132.238.91/foldercontent.html?folder=Pictures


H T T P S : / / W W W. S H O D A N . I O / S E A R C H ? Q U E R Y = T P - L I N K  

H T T P : / / 4 6 . 2 3 8 . 4 0 . 2 1 8 : 8 0 8 0 /  ( A D M I N : A D M I N )  
H T T P : / / 9 5 . 1 1 1 . 7 7 . 1 8 8 : 8 0 8 0 /  
H T T P : / / 7 8 . 9 0 . 4 2 . 1 0 2 : 8 0 8 0 /  

N E T W O R K  D E V I C E S

https://www.shodan.io/search?query=tp-link
http://46.238.40.218:8080/
http://95.111.77.188:8080/
http://78.90.42.102:8080/


H T T P S : / / W W W. S H O D A N . I O / S E A R C H ? Q U E R Y = F U E L  

T E L N E T  < I P >  1 0 0 0 1  
( C T R L + A )  I 2 0 1 0 0  

2 1 6 . 2 5 5 . 6 . 2 2 1  
7 2 . 6 6 . 1 1 4 . 1 3 9  

W E L L ,  S O  FA R  I T  W A S  M O S T LY  E N D  U S E R  E Q U I P M E N T  
H O W  A B O U T  F U E L  S TA T I O N S  ?

https://www.shodan.io/search?query=fuel


H T T P S : / / W W W. S H O D A N . I O / S E A R C H ? Q U E R Y = J E T T Y + 2 0 0 0  

H T T P : / / 6 3 . 6 8 . 1 3 3 . 6 1 / 1 3 _ 0 4 _ 0 1 / I N D E X _ E N . J S P   
H T T P : / / 2 1 3 . 5 8 . 1 7 4 . 2 2 0 / 1 1 _ 0 6 _ 1 1 / I N D E X _ E N . J S P  
H T T P : / / 1 7 6 . 2 2 7 . 1 4 0 . 1 1 2 / 1 _ 0 8 _ 0 2 / I N D E X _ E N . J S P  

W I N D  FA R M S

https://www.shodan.io/search?query=jetty+2000
http://63.68.133.61/13_04_01/index_en.jsp
http://213.58.174.220/11_06_11/index_en.jsp
http://176.227.140.112/1_08_02/index_en.jsp


H T T P S : / / W W W. G O O G L E . B E / S E A R C H ? I E = U T F - 8 & Q = S I T E : F G O V. B E + S Q L & G W S _ R D = C R & E I = W 7 1 D V D R K I Y F X A I P U G J A D  

H T T P : / / W W W. E J U S T I C E . J U S T. F G O V. B E / C G I _ L O I / L O I _ A 1 . P L ? D E TA I L & E Q U A L S ;
1 8 0 4 0 3 2 1 3 0 % 2 F F & C A L L E R & E Q U A L S ; L I S T & R O W _ I D & E Q U A L S ; 1 & N U M E R O & E Q U A L S ; 1 1 & R E C H & E Q U A L S ; 1 4 & C N & E Q U A L S ;
1 8 0 4 0 3 2 1 3 0 & TA B L E _ N A M E & E Q U A L S ; L O I & N M & E Q U A L S ; 1 8 0 4 0 3 2 1 5 0 & L A & E Q U A L S ; F & D T & E Q U A L S ; C O D E
+ C I V I L & L A N G U A G E & E Q U A L S ; F R & F R & E Q U A L S ; F & C H O I X 1 & E Q U A L S ; E T & C H O I X 2 & E Q U A L S ; E T & F R O M TA B & E Q U A L S ; L O I _ A L L & T R
I E R & E Q U A L S ; P R O M U L G AT I O N & C H E R C H E R & E Q U A L S ; T & S Q L & E Q U A L S ; D T + C O N TA I N S + + % 2 7 C O D E % 2 7 % 2 6 + % 2 7 C I V I L % 2 7 A N D
+ A C T I F + % 3 D + % 2 7 Y % 2 7 & T R I & E Q U A L S ; D D + A S + R A N K + & I M G C N . X & E Q U A L S ; 3 4 & I M G C N . Y & E Q U A L S ; 1 0  

S Q L  I N J E C T I O N S

https://www.google.be/search?ie=UTF-8&q=site:fgov.be+sql&gws_rd=cr&ei=W71DVdrkIYfxaIPugJAD
http://www.ejustice.just.fgov.be/cgi_loi/loi_a1.pl?DETAIL&equals;1804032130%2FF&caller&equals;list&row_id&equals;1&numero&equals;11&rech&equals;14&cn&equals;1804032130&table_name&equals;LOI&nm&equals;1804032150&la&equals;F&dt&equals;CODE+CIVIL&language&equals;fr&fr&equals;f&choix1&equals;ET&choix2&equals;ET&fromtab&equals;loi_all&trier&equals;promulgation&chercher&equals;t&sql&equals;dt+contains++%27CODE%27%26+%27CIVIL%27and+actif+%3D+%27Y%27&tri&equals;dd+AS+RANK+&imgcn.x&equals;34&imgcn.y&equals;10


W I F I



S O L U T I O N S ?



• P R O C E S S  
• S E C U R I T Y  T H R O U G H  O B S C U R I T Y  D O E S N ’ T  

W O R K  
• U N D E R S TA N D  Y O U  A R E  A LW AY S  V U L N E R A B L E  
• S E C U R I T Y  B U D G E T  ! =  I T  B U D G E T  
• D E F I N E  K E Y  A S S E T S  &  I P  

• M A N A G E M E N T  ( N O T  I T )  
• F O C U S  O N  T H O S E  

• B O U N T Y  +  E T H I C A L  H A C K I N G  ( H T T P S : / / H A C K E R O N E . C O M / ) 
• C R E AT E  A W A R E N E S S ;  S O C I A L  E N G I N E E R I N G  

S T I L L  B I G G E S T  E N T R Y  P O I N T  ( I E :  B A D U S B )   

N O  E A S Y  F I X

https://hackerone.com/
http://arstechnica.com/security/2014/07/31/this-thumbdrive-hacks-computers-badusb-exploit-makes-devices-turn-evil/


THANKS! 

Get in touch? 
Yeri@FlatTurtle.com 
+32 474/61 01 39 

linkedin.com/in/yeritiete

http://linkedin.com/in/yeritiete

